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Abstract— In this paper, the impact of false information
injection is investigated for linear dynamic systems with multiple
sensors. It is assumed that the system is unaware of the existence
of false information and the adversary is trying to maximize
the negative effect of the false information on the Kalman filter’s
estimation performance. We mathematically characterize the false
information attack under different conditions. For the adversary,
many closed-form results for the optimal attack strategies that
maximize the Kalman filter’s estimation error are theoretically
derived. It is shown that by choosing the optimal correlation
coefficients among the bias noises, and allocating power optimally
among sensors, the adversary could significantly increase the
Kalman filter’s estimation errors. To be concrete, a multi-sensor
target tracking system with either position sensors or position
and velocity sensors has been used as an example to illustrate
the theoretical results.

I. INTRODUCTION

System state estimation in the presence of adversary that
injects false information into sensor readings is an important
problem with wide application areas, such as target tracking
with compromised sensors, and secure monitoring of dynamic
electric power systems. This topic has attracted considerable
attention and interest recently [1]–[4]. In [1], the authors
showed the impact of malicious attacks on real-time electricity
market and that the attackers can make profit by manipulating
certain values of the measurements. They also provided certain
strategies to find the optimal single attack vector. The close
relationship between these attackers and the control center was
discussed in [2], where both the adversary’s attack strategies
and the control center’s attack detection algorithms have been
proposed. False data attacks on the electricity market have also
been investigated in [3] and [4]. However, in the aforemen-
tioned publications, only the problem of static system state
estimation has been considered.

In this paper, for a linear dynamic system, we analyze the
impact of the injected false information on the Kalman filter’s
state estimation performance over time, which has received
little attention in literature. Some related publications exist,
where the problem of sensor bias estimation and compensation
for target tracking has been addressed. Interested readers are
referred to [5] and references therein for details. In our previ-
ous work [6], we have investigated the impact of the injected
biases on a Kalman filter’s estimation performance. We have
shown that if the false data are injected at a single time, the
impact of the false information converges to zero as time goes
on; if the false data are injected into the system continuously,
the estimation error tends to reach a steady state. Based on

our previous work in [6], in this paper our goal is to find the
optimal attack strategy for the adversary, which maximizes
the effect of the false information injection on Kalman filter’s
estimation performance. We mathematically derive the Kalman
filter’s mean squared state estimation error and maximize it
under a constraint on the sensor biases’ total power. To be
concrete, we provide a multi-sensor target tracking example,
where both the case with position sensors and that with both
position and velocity sensors are investigated. For various
scenarios, closed-form solutions are derived for the optimal
attack strategies. Our results show that coordinated attacks
(dependent attacks) always outperform independent attacks,
and allocating bias noise power optimally will significantly
increase the the Kalman filter’s estimation errors.

II. SYSTEM MODEL

The discrete-time linear dynamic system can be described
as below,

x𝑘+1 = F𝑘x𝑘 +G𝑘u𝑘 + v𝑘 (1)

where F𝑘 is the system state transition matrix, x𝑘 is the system
state vector at time 𝑘, u𝑘 is a known input vector, G𝑘 is
the input gain matrix, and v𝑘 is a zero-mean white Gaussian
process noise with covariance matrix 𝐸[v𝑘v

𝑇
𝑘 ] = Q𝑘. Let us

assume that 𝑀 sensors are used by the linear system. The
measurement at time 𝑘 collected by sensor 𝑖 is

z𝑘,𝑖 = H𝑘,𝑖x𝑘,𝑖 +w𝑘,𝑖 (2)

with H𝑘,𝑖 being the measurement matrix, and w𝑘,𝑖 a zero-
mean white Gaussian measurement noise with covariance
matrix 𝐸[w𝑘,𝑖w

𝑇
𝑘,𝑖] = R𝑘,𝑖, for 𝑖 = 1, ⋅ ⋅ ⋅ ,𝑀 . We further

assume that the measurement noises are independent across
sensors. The matrices F𝑘, G𝑘, H𝑘,𝑖, Q𝑘,𝑖, and R𝑘,𝑖 are
assumed to be known with proper dimensions. For such a
linear and Gaussian dynamic system, the Kalman filter is the
optimal state estimator. In this paper, we assume that a bias
b𝑘,𝑖 is injected by the adversary into the measurement of the
𝑖th sensor at time 𝑘 intentionally. Therefore, the measurement
equation (2) becomes

z′𝑘,𝑖 = H𝑘,𝑖x𝑘 +w𝑘,𝑖 + b𝑘,𝑖 = z𝑘,𝑖 + b𝑘,𝑖 (3)

where z′𝑘,𝑖 is the corrupted measurement, b𝑘,𝑖 is either an
unknown constant or a random variable independent of {v𝑘,𝑖}
and {w𝑘,𝑖}.

For compactness, let us denote the system sensor observa-
tion as z𝑘 = [z𝑇𝑘1, ⋅ ⋅ ⋅ , z𝑇𝑘𝑀 ]𝑇 , which contains the observations



from all the 𝑀 sensors. Similarly, let us denote the system bias
vector as b𝑘 = [b𝑇

𝑘1, ⋅ ⋅ ⋅ ,b𝑇
𝑘𝑀 ]𝑇 which includes the biases at

all the 𝑀 sensors. Correspondingly, the measurement matrix
becomes

H𝑘 = [H𝑇
𝑘1, ⋅ ⋅ ⋅ ,H𝑇

𝑘𝑀 ]𝑇 (4)

With these notations, it is easy to convert (2) and (3) into the
following equations respectively.

z𝑘 = H𝑘x𝑘 +w𝑘 (5)

and
z′𝑘 = z𝑘 + b𝑘 (6)

Further, we have the measurement error covariance matrix
corresponding to w𝑘 is

R𝑘 =

⎡
⎢⎣

R𝑘,1 ⋅ ⋅ ⋅ 0
...

. . .
...

0 ⋅ ⋅ ⋅ R𝑘,𝑀

⎤
⎥⎦ (7)

which is obtained by using the assumption that measurement
noises are independent across sensors.

III. IMPACT OF FALSE INFORMATION INJECTION

In this paper, let us assume that the adversary attacks the
system by injecting false information into the sensors while the
Kalman filter is unaware of such attacks. We start with the case
where biases (b𝑘) are continuously injected into the system
starting from a certain time 𝐾. Note that single injection is
just a special case of continuous injection when b𝑘 are set to
be nonzero at time 𝐾 and zero otherwise.

In the continuous injection case, the Kalman filter’ extra
state estimation error, which is caused by the continuous bias
injection alone, is derived in [7] and provided as follows.

Proposition 1. The Kalman filter’s state estimation error at
time 𝐾 +𝑁 is

x̂′
𝐾+𝑁 ∣𝐾+𝑁 − x𝐾+𝑁 = x̂𝐾+𝑁 ∣𝐾+𝑁 − x𝐾+𝑁

+

𝑁∑
𝑚=0

(
𝑚−1∏
𝑖=0

B𝐾+𝑁−𝑖

)
W𝐾+𝑁−𝑚b𝐾+𝑁−𝑚 (8)

where x̂′
𝐾+𝑁 ∣𝐾+𝑁 is the Kalman filter’s state estimate in

the presence of the bias sequence {b𝑘}, x̂𝐾+𝑁 ∣𝐾+𝑁 is the
Kalman filter’s state estimate in the absence of the bias,

B𝐾 ≜ (I−W𝐾H𝐾)F𝐾−1, (9)

I is the identity matrix, and W𝐾 is the Kalman filter gain [8]
at time 𝐾. As a result, the extra state estimation error at time
𝐾 + 𝑁 due to the continuous bias b𝑘 injected at and after
time 𝐾 is

𝑁∑
𝑚=0

(
𝑚−1∏
𝑖=0

B𝐾+𝑁−𝑖

)
W𝐾+𝑁−𝑚b𝐾+𝑁−𝑚, (10)

If {b𝑘} is a zero-mean, random, and independent sequence,
the extra mean squared error (EMSE) at a particular time
instant𝐾+𝑁 due to the bias alone is provided in the following
proposition. Using the results from Proposition 1, the proof of
Proposition 2 is provided as well.

Proposition 2. When the bias sequence {b𝑘} is zero mean,
random, and independent over time, the 𝐸𝑀𝑆𝐸 at time𝐾+𝑁
due to the biases injected at and after time 𝐾, denoted as
A𝐾+𝑁 , is

A𝐾+𝑁 =

𝑁∑
𝑚=0

D𝑚Σ𝐾+𝑁−𝑚D𝑇
𝑚 (11)

where

D𝑚 =

(
𝑚−1∏
𝑖=0

B𝐾+𝑁−𝑖

)
W𝐾+𝑁−𝑚 (12)

∏−1
𝑖=0 B𝐾+𝑁−𝑖 = I is an identity matrix, and Σ𝐾+𝑁−𝑚 is

the covariance matrix of b𝐾+𝑁−𝑚.

Proof Sketches: Let us denote x̃𝐾+𝑁 ∣𝐾+𝑁 = x̂𝐾+𝑁 ∣𝐾+𝑁 −
x𝐾+𝑁 as the Kalman filter’s state estimation error in the
absence of any false information, and

a𝑚 =

(
𝑚−1∏
𝑖=0

B𝐾+𝑁−𝑖

)
W𝐾+𝑁−𝑚b𝑘+𝑁−𝑚 (13)

From (8), we can get

A𝐾+𝑁

= 𝐸

⎡
⎣
(
x̃𝐾+𝑁 ∣𝐾+𝑁 +

𝑁∑
𝑚=0

a𝑚

)(
x̃𝐾+𝑁 ∣𝐾+𝑁 +

𝑁∑
𝑛=0

a𝑛

)𝑇
⎤
⎦

− 𝐸
(
x̃𝐾+𝑁 ∣𝐾+𝑁 x̃𝑇

𝐾+𝑁 ∣𝐾+𝑁

)

= 𝐸

(
x̃𝐾+𝑁 ∣𝐾+𝑁

𝑁∑
𝑛=0

a𝑇𝑛

)
+ 𝐸

(
𝑁∑

𝑚=0

a𝑚x̃𝑇
𝐾+𝑁 ∣𝐾+𝑁

)

+ 𝐸

(
𝑁∑

𝑚=0

𝑁∑
𝑛=0

a𝑚a𝑇𝑛

)

= 𝐸

(
𝑁∑

𝑚=0

𝑁∑
𝑛=0

a𝑚a𝑇𝑛

)

where the last line is due to the fact that a𝑚 and a𝑛 have
zero mean, are independent from each other when 𝑚 ∕= 𝑛,
and are independent from x̃𝐾+𝑁 ∣𝐾+𝑁 . Using this fact again,
we further have

𝐸

(
𝑁∑

𝑚=0

𝑁∑
𝑛=0

a𝑚a𝑇𝑛

)
= 𝐸

(
𝑁∑

𝑚=0

a𝑚a𝑇𝑚

)
(14)

=
𝑁∑

𝑚=0

D𝑚Σ𝐾+𝑁−𝑚D𝑇
𝑚

where D𝑚 has been defined in Proposition 2.

IV. THE OPTIMAL ATTACK STRATEGY

1) Problem Formulation for a General Linear System :
In this paper, we investigate the optimal attack strategy that
an adversary can adopt to maximize the system estimator’s
estimation error. This problem can be formulated as a con-
strained optimization problem. Without loss of generality, let
us consider that the attacker is interested in maximizing the
system state estimation error at time 𝐾 right after a single



false bias is injected at time 𝐾. In this case, we are interested
in designing the injected random bias’ covariance matrix such
that

max
Σ𝐾

Tr
[
P𝐾∣𝐾 +A𝐾(Σ𝐾)

]
𝑠.𝑡. Tr(Σ𝐾) = 𝑎2 (15)

where 𝑎 is a constant, Tr(⋅) is the matrix trace operator, and
P𝐾∣𝐾 is the Kalman filter’s state estimation error covariance
matrix at time 𝐾 in the absence of any false information. Note
that it is meaningful to have a constraint on the trace of Σ𝐾 ,
since it can be deemed as the power of injected sensor bias
b𝐾 , and a smaller power for b𝐾 reduces the probability that
the adversary is detected by the system estimator using an
innovation based detector. Note that the optimization problem
is equivalent to one that maximizes Tr (A𝐾(Σ𝐾)), since
P𝐾∣𝐾 is not a function of Σ𝐾 , and trace is a linear operator. If
one is more interested in the determinant of the mean squared
estimation error matrix, a similar optimization problem can be
easily formulated as follows.

max
Σ𝐾

∣∣P𝐾∣𝐾 +A𝐾(Σ𝐾)
∣∣

𝑠.𝑡. Tr(Σ𝐾) = 𝑎2 (16)

2) Equivalent Measurement in Multi-Sensor Systems: To
simplify the mathematical analysis, it is helpful to derive the
equivalent sensor measurement, which is a linear combination
of the observations from all the sensors, and is a sufficient
statistic containing all the information about the systems state.
The equivalent sensor measurement vector and its correspond-
ing covariance matrix should have much smaller dimension-
ality than the original measurement vector and its covariance,
making the mathematical manipulation and derivation later in
the paper much simpler. In a information filter recursion [8],
which is equivalent to the Kalman filter recursion, we have

ŷ𝑘∣𝑘 = ŷ𝑘∣𝑘−1 +H𝑇
𝑘R

−1
𝑘 z𝑘 (17)

where ŷ𝑘∣𝑘 = P−1
𝑘∣𝑘x𝑘∣𝑘 and ŷ𝑘∣𝑘−1 = P−1

𝑘∣𝑘−1x𝑘∣𝑘−1. It is
clear that ŷ𝑘∣𝑘−1 represents the prior knowledge about the
system state based on past sensor data, and the second term in
(17) represents the new information from the new sensor data
z𝑘, which can be expanded by using (4) and (7) as follows.

H𝑇
𝑘R

−1
𝑘 z𝑘

= [H𝑇
𝑘1, ⋅ ⋅ ⋅ ,H𝑇

𝑘𝑀 ]

⎡
⎢⎣

R−1
𝑘1 ⋅ ⋅ ⋅ 0

...
. . .

...
0 ⋅ ⋅ ⋅ R−1

𝑘𝑀

⎤
⎥⎦
⎡
⎢⎣

z𝑘1
...
z𝑘𝑀

⎤
⎥⎦

=

𝑀∑
𝑖=1

H𝑇
𝑘𝑖R

−1
𝑘𝑖 z𝑘𝑖

(18)

In the following derivations, we skip the time index 𝑘 for
simplicity. Our purpose is to find an equivalent measurement
z𝑒 such that

z𝑒 = H𝑒x+w𝑒 (19)

where w𝑒 ∼ 𝒩 (0,R𝑒), and

H𝑇
𝑒 R

−1
𝑒 z𝑒 =

𝑀∑
𝑖=1

H𝑇
𝑖 R

−1
𝑖 z𝑖 (20)

Let us consider two cases. First, suppose all the H𝑖s are the
same (H𝑖 = H) , then it is natural to set H𝑒 = H. Note that
a sufficient condition for (20) to be true is

z𝑒 = R𝑒

𝑀∑
𝑖=1

R−1
𝑖 z𝑖 (21)

Taking the covariance on the both sides of (21), we get

R𝑒 = R𝑒cov

(
𝑀∑
𝑖=1

R−1
𝑖 z𝑖

)
R𝑇

𝑒

= R𝑒

[
𝑀∑
𝑖=1

R−1
𝑖 R𝑖(R

−1
𝑖 )𝑇

]
R𝑇

𝑒

(22)

This implies that

R𝑒 =

(
𝑀∑
𝑖=1

R−1
𝑖

)−1

(23)

In the second case, let us assume that the system state x
is observable based on the observations from all the sensors,
meaning that the Fisher information matrix

∑𝑀
𝑖=1 H

𝑇
𝑖 R

−1
𝑖 H𝑖

is invertible. In this case, by setting H𝑒 = I, using (20), and
following a similar procedure as in the first case, we have

z𝑒 = R𝑒

𝑀∑
𝑖=1

H𝑇
𝑖 R

−1
𝑖 z𝑖 (24)

and

R𝑒 =

(
𝑀∑
𝑖=1

H𝑇
𝑖 R

−1
𝑖 H𝑖

)−1

(25)

V. A TARGET TRACKING EXAMPLE

In this paper, we give a concrete target tracking example.
We assume that the target moves in a 1-dimensional space
according to a discrete white noise acceleration model [8],
which can still be described by the plant and measurement
equations given in (1) and (2). In such a system, the state is
defined as xk = [𝜉𝑘 𝜉𝑘]

𝑇 , where 𝜉𝑘 and 𝜉𝑘 denote the target’s
position and velocity at time 𝑘 respectively. The input u𝑘 is a
zero sequence. The state transition matrix is

F =

[
1 𝑇
0 1

]
(26)

where 𝑇 is the time between measurements. The process noise
is v𝑘 = Γ𝑣𝑘, where 𝑣𝑘 is a zero mean white acceleration noise,
with variance 𝜎2𝑣 , and the vector gain multiplying the scalar
process noise is given by Γ𝑇 =

[
𝑇 2/2 𝑇

]
. The covariance

matrix of the process noise is therefore Q = 𝜎2𝑣ΓΓ
𝑇 .

In this paper, we investigate the attack strategies for two
scenarios. In the first scenario, only position measurements are
available to the sensors, whereas in the second scenario, the
sensors measure both position and velocity of the target.



A. Attack Strategies for Position Sensors

In this case, it is assumed that at each sensor, only the
position measurement is available, so that H𝑖 = [1 0]. At each
sensor, the measurement noise process is zero-mean, white,
and with variance, 𝜎2𝑤𝑖

.

In order to simplify the problem, we think of z𝑒𝑘 as the
equivalent measurement, which is a linear combination of
the measurements from all the sensors. Using the results we
derived in Section IV-2 for the first case, namely (21) and (23),
the measurement equation (3) becomes

𝑧′𝑘 = 𝑧𝑒𝑘 + 𝑏𝑒𝑘 (27)

where

𝑧𝑒𝑘 =
𝑀∑

𝑚=0

𝑐𝑖𝑧𝑘𝑖 (28)

𝑏𝑒𝑘 =

𝑀∑
𝑚=0

𝑐𝑖𝑏𝑘𝑖 (29)

and

𝑐𝑖 =
1/𝜎2𝑤𝑖∑𝑀

𝑗=1

(
1/𝜎2𝑤𝑗

) (30)

which is the corresponding coefficient/weight for the 𝑖th sen-
sor.

1) Maximizing the Trace of A𝐾 : In this target tracking
problem, let us first consider the strategy that maximizes the
trace of the Kalamn filter estimation error, which is the solution
of (15) in Section IV-1. In this case,

Σ𝐾 =

⎡
⎢⎢⎢⎣

𝜎2𝑏1 𝜌12𝜎𝑏1𝜎𝑏2 ⋅ ⋅ ⋅ 𝜌1𝑀𝜎𝑏1𝜎𝑏𝑀
𝜌12𝜎𝑏1𝜎𝑏2 𝜎2𝑏2 ⋅ ⋅ ⋅ 𝜌2𝑀𝜎𝑏2𝜎𝑏𝑀

...
...

. . .
...

𝜌1𝑀𝜎𝑏1𝜎𝑏𝑀 𝜌2𝑀𝜎𝑏2𝜎𝑏𝑀 ⋅ ⋅ ⋅ 𝜎2𝑏𝑀

⎤
⎥⎥⎥⎦

(31)
where 𝜎2𝑏𝑖 is the variance of the random bias injected at the
𝑖th sensor (𝑏𝑖), and 𝜌𝑖𝑗 is the correlation coefficient between
𝑏𝑖 and 𝑏𝑗 . Therefore, (15) is equivalent to

maxTr [A𝐾 ]

𝑠.𝑡.

𝑀∑
𝑖=1

𝜎2𝑏𝑖 = 𝑎
2

−1 ≤ 𝜌𝑖𝑗 ≤ 1, for 1 ≤ 𝑖, 𝑗 ≤𝑀 (32)

To simplify this problem, we first use the equivalent measure-
ment to convert the multi-sensor problem to a single sensor
problem. Namely, in Proposition 2 by replacing

H𝑘 =

⎡
⎢⎣

1 0
...

...
1 0

⎤
⎥⎦

with H𝑒 = [1 0], and replacing Σ𝐾 with

Σ𝑒𝐾 = 𝐸[𝑏2𝑒𝐾 ] (33)

= 𝐸

⎡
⎣
(

𝑀∑
𝑖=1

𝑐𝑖𝑏𝑖

)2
⎤
⎦

=

𝑀∑
𝑖=1

𝑐2𝑖𝜎
2
𝑏𝑖 +

∑
𝑖

∑
𝑗 ∕=𝑖

2𝜌𝑖𝑗𝑐𝑖𝑐𝑗𝜎𝑏𝑖𝜎𝑏𝑗

we can easily show that A𝐾 = D0Σ𝑒𝐾D𝑇
0 . Since Σ𝑒𝐾 is a

scalar and D0 is not a function of Σ𝐾 , maximizing the trace
of A𝐾 is equivalent to maximizing Σ𝑒𝐾 .

First, let us consider the case where the random biases at
different sensors are independent, meaning that 𝜌𝑖,𝑗 = 0 for
1 ≤ 𝑖, 𝑗 ≤ 𝑀 . The optimal strategy for the adversary in this
case is clearly to put all the bias power to the sensor with the
largest coefficient 𝑐𝑖:

Proposition 3. For a system with 𝑀 sensors, if the adversary
injects independent random noises, the best strategy is to
allocate all the power to the sensor with smallest noise
variance.

Next, let us consider the more general case where the
random biases are dependent. By inspecting (33), it is clear
that to maximize Σ𝑒𝐾 , we need to set all the 𝜌𝑖𝑗s to 1. As a
result, (33) becomes

Σ𝑒𝐾 =

(
𝑀∑
𝑖=1

𝑐𝑖𝜎𝑏𝑖

)2

(34)

Now, the optimization problem in (32) has been converted to
the following problem:

max

(
𝑀∑
𝑖=1

𝑐𝑖𝜎𝑏𝑖

)2

𝑠.𝑡.

𝑀∑
𝑖=1

𝜎2𝑏𝑖 = 𝑎
2 (35)

The above problem can be solved by using standard con-
strained optimization techniques [9] based on gradient and
Hessian, which are rather involved. Here we solve the problem
using a much simpler geometric solution, which has been
shown to give the same solution as that by the standard opti-
mization techniques. We start with the simplest case with two
sensors, in which we need to solve the following optimization
problem.

max 𝑐1𝜎𝑏1 + 𝑐2𝜎𝑏2 (36)
s.t. 𝜎2𝑏1 + 𝜎

2
𝑏2 = 𝑎2

We can get the optimal solution by analyzing the problem
geometrically with the norm vector (𝑐1, 𝑐2)

𝑇 of the objective
function as shown in the Fig. 1. The constraint of the problem
is represented by the circle with a radius of 𝑎. We move the
line 𝑙1 with the slope −𝑐1

𝑐2
to get the largest intercept between

𝑙1 and 𝜎2 axis under the constraint that there is an intersection
between the circle and the line 𝑙1. The corresponding optimal



Fig. 1. Geometric solution for systems with two sensors.

solution is found when 𝑙1 becomes a tangent line to the circle,
which is

𝜎1 =
𝑐1𝑎√
𝑐21 + 𝑐

2
2

𝜎2 =
𝑐2𝑎√
𝑐21 + 𝑐

2
2

(37)

For a system with arbitrary number of sensors, we can
repeat the same procedure to find the optimal solution by using
hyperplanes and hyperspheres. In general, the optimal attack
strategy can be found and summarized as follows.

Theorem 1. For a system with𝑀 sensors, the optimal strategy
for the adversary is to inject dependent random noises with a
pairwise correlation coefficient of 1. The random bias power
is allocated such that

𝜎𝑏𝑖 =
𝑐𝑖𝑎√∑𝑀
𝑗=1 𝑐

2
𝑗

, for 𝑖 = 1, ⋅ ⋅ ⋅ ,𝑀. (38)

2) Maximizing the Determinant of P𝐾∣𝐾 +A𝐾 : We are
also interested in the effect of bias information on the Kalman
filter’s mean squared estimation error from the determinant
perspective. By using the equivalent measurement approach as
in Section V-A1, we have

∣P𝐾∣𝐾 +A𝐾 ∣ = ∣P𝐾∣𝐾 +Σ𝑒𝐾D0D
𝑇
0 ∣

= ∣P𝐾∣𝐾 ∣∣I+Σ𝑒𝐾D0P
−1
𝐾∣𝐾D𝑇

0 ∣
(39)

where D0 can be obtained using (12) and Σ𝑒𝐾 is defined in
(33). As P𝐾∣𝐾 is constant and positive definite, D0P

−1
𝐾∣𝐾D𝑇

0

is positive semidefinite meaning that all the eigenvalues of
the D0P

−1
𝐾∣𝐾D𝑇

0 are non-negative. First, let us denote C
as a square matrix whose columns are the eigenvectors of
D0P

−1
𝐾∣𝐾D𝑇

0 . Then through eigendecomposition, (39) can be
written concisely as,

∣P𝐾∣𝐾 ∣∣CIC−1 +Σ𝑒𝐾CΛC−1∣
= ∣P𝐾∣𝐾 ∣∣I+Σ𝑒𝐾Λ∣ (40)

where Λ is a diagonal matrix whose diagonal elements are the
eigenvalues of the D0P

−1
𝐾∣𝐾D𝑇

0 . So we just need to maximize

Σ𝑒𝐾 in order to maximize the determinant of P𝐾∣𝐾 + A𝐾 .
This is equivalent to maximizing the trace of P𝐾∣𝐾 +A𝐾 as
discussed in Section V-A1.

B. Attack Strategies for Position and Velocity Sensors

In this case, let us assume that the sensors collect both
position and velocity measurements of the target. Therefore,
the measurement matrix for the 𝑖th sensor is H𝑖 = I2, where
I2 is a 2× 2 identity matrix. At the 𝑖th sensor, the adversary
injects the bias noise vector b𝑘𝑖

to the sensor measurement z𝑘𝑖
,

where b𝑘𝑖
= [𝑏𝑝𝑖

𝑏𝑣𝑖
]𝑇 consists biases in position and velocity

measurements. Let us assume that the system bias vector b𝑘 =
[b𝑇

𝑘1, ⋅ ⋅ ⋅ ,b𝑇
𝑘𝑀 ]𝑇 is zero-mean and has a 2𝑀×2𝑀 covariance

matrix Σ𝐾 . Further, the (𝑖, 𝑗)th 2 × 2 submatrix for Σ𝐾 is
defined as

Σ𝐾(𝑖, 𝑗) =

[
𝜌𝑏𝑝𝑖,𝑏𝑝𝑗

𝜎𝑏𝑝𝑖𝜎𝑏𝑝𝑗 𝜌𝑏𝑝𝑖,𝑏𝑣𝑗
𝜎𝑏𝑝𝑖

𝜎𝑏𝑣𝑗

𝜌𝑏𝑣𝑖,𝑏𝑝𝑗
𝜎𝑏𝑣𝑖

𝜎𝑏𝑝𝑗 𝜌𝑏𝑣𝑖,𝑏𝑣𝑗
𝜎𝑏𝑣𝑖

𝜎𝑏𝑣𝑗

]
(41)

for 1 ≤ 𝑖, 𝑗 ≤𝑀 . 𝜎𝑏𝑝𝑖
and 𝜎𝑏𝑣𝑖

are the position and velocity
bias noise standard deviations at the 𝑖th sensor respectively.
The 𝜌s are defined as the proper correlation coefficients be-
tween components of the bias vector, and 𝜌𝑏𝑝𝑖,𝑏𝑝𝑖

= 𝜌𝑏𝑣𝑖,𝑏𝑣𝑖
=

1, for 1 ≤ 𝑖 ≤𝑀 . Since the position bias 𝑏𝑝 and velocity bias
𝑏𝑣 have different units, we need an appropriate constraint for
bias noise power. Here we assume that the total noise power
is defined as

𝑀∑
𝑖=1

𝜎2𝑏𝑝𝑖
+ 𝑇 2𝜎2𝑏𝑣𝑖

(42)

Note that this is a meaningful power definition, since the two
terms in the above equation has the same unit. Recall that
according to the target tracking system plant equation and
ignoring the system process noise, we have 𝜉𝑘+1 = 𝜉𝑘 + 𝑇𝜉𝑘.
Therefore, the power defined in (42) can be interpreted as the
summation of the extra mean squared errors for the position
estimate caused by independent bias injections. We can see that
the best attack strategy derived under a constraint on power
defined in (42) can be easily adjusted and extended for other
power definitions, as long as in the new definition, the second
term is proportional to 𝑇 2𝜎2𝑏𝑣𝑖

.

1) Systems with a Single Sensor: As we can use the
equivalent sensor to represent the multiple sensors, we focus on
the single-sensor case first. If we are interested in the case of
𝑁 = 0, maximizing the trace of A𝐾 is equivalent to maximize
the W𝐾Σ𝐾W𝑇

𝐾 . We assume that the adversary knows the
system models and the prior information P0∣0 at time zero, so
that he/she can calculate the offline Kalman filter gain matrix
W𝑘 recursively. Therefore, the best strategy the adversary can
adopt to attack the system is the solution to the following
optimization problem:

max
Σ𝐾

Tr
[
W𝐾Σ𝐾W𝑇

𝐾

]
𝑠.𝑡. 𝜎2𝑏𝑝 + 𝑇 2𝜎2𝑏𝑣 = 𝑎2

−1 ≤ 𝜌𝑏𝑝,𝑏𝑣 ≤ 1

𝜎𝑏𝑝 , 𝜎𝑏𝑣 > 0 (43)

where

Σ𝐾 =

[
𝜎2𝑏𝑝 𝜌𝑏𝑝,𝑏𝑣𝜎𝑏𝑝𝜎𝑏𝑣

𝜌𝑏𝑝,𝑏𝑣𝜎𝑏𝑝𝜎𝑏𝑣 𝜎2𝑏𝑣

]
(44)



and

W𝐾 =

[
𝑤11 𝑤12

𝑤21 𝑤22

]
(45)

It is easy to show that

Tr
[
W𝐾Σ𝐾W𝑇

𝐾

]
= Tr

[
W𝑇

𝐾W𝐾Σ𝐾

]
= (𝑤2

11 + 𝑤
2
21)𝜎

2
𝑏𝑝 + (𝑤2

12 + 𝑤
2
22)𝜎

2
𝑏𝑣

+ 2(𝑤11𝑤12 + 𝑤21𝑤22)𝜌𝑏𝑝,𝑏𝑣𝜎𝑏𝑝𝜎𝑏𝑣

(46)

According to the sign of (𝑤11𝑤12 + 𝑤21𝑤22), we can set the
value of the 𝜌𝑏𝑝,𝑏𝑣 to maximize the objective function. For
example, if (𝑤11𝑤12 +𝑤21𝑤22) is positive, we set 𝜌𝑏𝑝,𝑏𝑣 = 1
and the optimization problem becomes

max(𝑤11𝜎𝑏𝑝 + 𝑤12𝜎𝑏𝑣 )
2 + (𝑤21𝜎𝑏𝑝 + 𝑤22𝜎𝑏𝑣 )

2

𝑠.𝑡. 𝜎2𝑏𝑝 + 𝑇 2𝜎2𝑏𝑣 = 𝑎2 (47)
𝜎𝑏𝑝 , 𝜎𝑏𝑣 ≥ 0

To solve this constrained optimization problem, let us first
denote

𝑤2
11 + 𝑤

2
21 = 𝛽1

𝑤2
12 + 𝑤

2
22 = 𝛽2

𝑤11𝑤12 = 𝛼1

𝑤21𝑤22 = 𝛼2

(48)

The constraint in (43) can be written as

𝜎2𝑏𝑝
𝑇 2

+ 𝜎2𝑏𝑣 =
𝑎2

𝑇 2
= 𝑎21 (49)

Now we set 𝜎𝑏𝑝 = 𝑎1𝑇 sin(𝜃) and 𝜎𝑏𝑣 = 𝑎1 cos(𝜃). Plugging
𝜎𝑏𝑝 and 𝜎𝑏𝑣 into the objective function, we have the following
equivalent optimization problem

max
𝜃
𝑎21

[
𝛽1𝑇

2
1 + 𝛽2
2

+𝐴 sin(2𝜃 + 𝜙)

]
𝑠.𝑡. 0 ≤ 𝜃 ≤ 𝜋

2
(50)

where

𝐴 =

√
1

4
(𝛽2 − 𝛽1𝑇 2)

2
+ 𝑇 2(𝛼1 + 𝛼2)2 (51)

tan(𝜙) =
𝛽2 − 𝛽1𝑇 2

2𝑇 (𝛼1 + 𝛼2)
(52)

Clearly, the optimal solution is

𝜃∗ =
𝜋

4
− 𝜙

2
(53)

We summarize this result in the following theorem.

Theorem 2. For a system with one sensor observing position
and velocity of the target, the optimal strategy for the adver-
sary is to inject random noise that has dependent position and
velocity components. If 𝑤11𝑤12+𝑤21𝑤22 > 0, the correlation
coefficient 𝜌𝑏𝑝,𝑏𝑣 should be set as 1, and the random bias

power is allocated such that

𝜎𝑏𝑝 = 𝑎 sin(𝜃∗) (54)

𝜎𝑏𝑣 =
𝑎

𝑇
cos(𝜃∗)

𝜃∗ =
𝜋

4
− 𝜙

2

𝜙 = arctan

[
𝛽2 − 𝛽1𝑇 2

2𝑇 (𝛼1 + 𝛼2)

]
𝑤2

11 + 𝑤
2
21 = 𝛽1

𝑤2
12 + 𝑤

2
22 = 𝛽2

𝑤11𝑤12 = 𝛼1

𝑤21𝑤22 = 𝛼2

When 𝑤11𝑤12 + 𝑤21𝑤22 < 0, we should set 𝜌𝑏𝑝,𝑏𝑣 = −1
and set 𝛼1 = −𝑤11𝑤12 and 𝛼2 = −𝑤21𝑤22. The rest of the
equations in formula (54) remains the same.

2) System with Two Senors: In this case, 𝑀 = 2, and
the measurement matrix is H = [I2 I2]

𝑇 . The measurement
covariance matrix for the 𝑖th sensor is assumed to be

R𝑖 =

[
𝜎2𝑝𝑖

0
0 𝜎2𝑣𝑖

]
(55)

Now, according to (25), we have

R𝑒 = [R−1
1 +R−1

2 ]−1

=

[ (
𝜎−2
𝑝1

+ 𝜎−2
𝑝2

)−1
0

0
(
𝜎−2
𝑣1

+ 𝜎−2
𝑣2

)−1

]
(56)

According to (24), we define

C𝑖 = R𝑒H
𝑇
𝑖 R

−1
𝑖

=

⎡
⎢⎣

𝜎−2
𝑝𝑖

𝜎−2
𝑝1

+𝜎−2
𝑝2

0

0
𝜎−2
𝑣𝑖

𝜎−2
𝑣1

+𝜎−2
𝑣2

⎤
⎥⎦ (57)

as the weighting matrix for the 𝑖th sensor’s observation z𝑖.
Further, we define

𝑐𝑝𝑖
= C𝑖(1, 1)

𝑐𝑣𝑖
= C𝑖(2, 2)

(58)

both of which are positive numbers. The equivalent noise
injection is therefore

b𝑒𝐾 =
2∑

𝑖=1

C𝑖b𝐾𝑖
(59)

So the covariance matrix of the equivalent bias vector is

Σ𝑒𝐾 =
2∑

𝑖=1

2∑
𝑖=𝑗

C𝑖Σ𝐾(𝑖, 𝑗)C𝑇
𝑗 (60)

where Σ𝐾(𝑖, 𝑗) has been defined in (41). It can be shown that

Σ𝑒𝐾 =

[
𝑠1 𝑠2
𝑠2 𝑠3

]
(61)

Where

𝑠1 = 𝑐2𝑝1
𝜎2𝑏𝑝1 + 𝑐2𝑝2

𝜎2𝑏𝑝2 + 2𝜌𝑏𝑝1 ,𝑏𝑝2 𝑐𝑝1
𝑐𝑝2
𝜎𝑏𝑝1𝜎𝑏𝑝2

𝑠3 = 𝑐2𝑣1
𝜎2𝑏𝑣1 + 𝑐2𝑣2

𝜎2𝑏𝑣2 + 2𝜌𝑏𝑣1 ,𝑏𝑣2 𝑐𝑣1
𝑐𝑣2
𝜎𝑏𝑣1𝜎𝑏𝑣2

(62)



𝑠2 = 𝑐𝑝1
𝑐𝑣1
𝜌𝑏𝑝1 ,𝑏𝑣1𝜎𝑏𝑝1𝜎𝑏𝑣1 + 𝑐𝑝1

𝑐𝑣2
𝜌𝑏𝑝1 ,𝑏𝑣2𝜎𝑏𝑝1𝜎𝑏𝑣2

+ 𝑐𝑝2
𝑐𝑣1
𝜌𝑏𝑝2 ,𝑏𝑣1𝜎𝑏𝑝2𝜎𝑏𝑣1 + 𝑐𝑝2

𝑐𝑣2
𝜌𝑏𝑝2 ,𝑏𝑣2𝜎𝑏𝑝2𝜎𝑏𝑣2

(63)

The optimization problem can be written as follows.

max
Σ𝑒𝐾

Tr
[
W𝑒𝐾Σ𝑒𝐾W𝑇

𝑒𝐾

]
(64)

𝑠.𝑡. 𝜎2𝑏𝑝1 + 𝜎2𝑏𝑝2 + 𝑇 2𝜎2𝑏𝑣1 + 𝑇 2𝜎2𝑏𝑣2 = 𝑎2,

−1 ≤ 𝜌𝑝𝑖,𝑣𝑗
≤ 1,

−1 ≤ 𝜌𝑣𝑖,𝑣𝑗
≤ 1,

−1 ≤ 𝜌𝑝𝑖,𝑝𝑗
≤ 1,

𝜎𝑝𝑖
, 𝜎𝑣𝑖

≥ 0, ∀𝑖, 𝑗 ∈ {1, 2}
where

W𝑒𝐾 =

[
𝑤11 𝑤12

𝑤21 𝑤22

]
(65)

is the Kalman filter gain calculated using the equivalent mea-
surement covariance matrix R𝑒 and equivalent measurement
matrix H𝑒. It is easy to show that

Tr
[
W𝐾Σ𝐾W𝑇

𝐾

]
= Tr

[
W𝑇

𝐾W𝐾Σ𝐾

]
(66)

= (𝑤2
11 + 𝑤

2
21)

2𝑠1 + (𝑤2
12 + 𝑤

2
22)

2𝑠3
+2(𝑤11𝑤12 + 𝑤21𝑤22)𝑠2

Clearly, all the 𝜌s that appear in 𝑠1 and 𝑠3 should be set as 1 to
maximize the objective function. The optimal values for 𝜌s in
𝑠2 depend on the Kalman filter gain W𝑒𝐾 . More specifically,
when 𝑤11𝑤12+𝑤21𝑤22 > 0, all the 𝜌s that appear in 𝑠2 should
be set to 1; otherwise, they should be set as −1. Let us first
suppose that 𝑤11𝑤12 + 𝑤21𝑤22 > 0 is true, then we have

Tr
[
W𝐾Σ𝐾W𝑇

𝐾

]
= (𝑤2

11 + 𝑤
2
21)

2(𝑐𝑝1
𝜎𝑝1

+ 𝑐𝑝2
𝜎𝑝2

)2

+ (𝑤2
12 + 𝑤

2
22)

2(𝑐𝑣1
𝜎𝑣1

+ 𝑐𝑣2
𝜎𝑣2

)2

+ 2(𝑤11𝑤12 + 𝑤21𝑤22)(𝑐𝑝1
𝑐𝑣1
𝜎𝑝1
𝜎𝑣1

+ 𝑐𝑝1
𝑐𝑣2
𝜎𝑝1
𝜎𝑣2

+ 𝑐𝑝2
𝑐𝑣1
𝜎𝑝2
𝜎𝑣1

+ 𝑐𝑝2
𝑐𝑣2
𝜎𝑝2
𝜎𝑣2

)

(67)

So far, we have converted the objective function in (64),
which involves 10 variables to one that involves only 4
variables. Considering that the power constraint reduces one
degree of freedom, we only need to solve an optimization
problem in a 3-dimensional space.

VI. NUMERICAL RESULTS

Numerical results are presented in this section to illustrate
the theoretical results.

A. System with Position Sensors

The parameters used in the target tracking example are
provided below. The system sampling interval is 𝑇 = 1. The
adversary injects bias information to two sensors with 𝜎2𝑤1

= 3
and 𝜎2𝑤2

= 4, respectively. The variance of the system process
noise is 𝜎2𝑣 = 0.25. The biases 𝑏𝑖s are zero-mean Gaussian
random variables with variances 𝜎2𝑏𝑖s. For the power constraint
we discussed earlier, we set the sum of 𝜎2𝑏𝑖 to be 3000.

The effect of the bias injection on the Kalman filter is
measured by a Chi-squared test. More specifically, we use the
sum of the normalized MSE over 𝑁𝑚 Monte-Carlo runs

𝑞𝑘 =

𝑁𝑚∑
𝑗=1

[
x̂′𝑗
𝑘∣𝑘 − x𝑗

𝑘

]𝑇
P−1

𝑘∣𝑘
[
x̂′𝑗
𝑘∣𝑘 − x𝑗

𝑘

]
(68)

where at time 𝑘, P𝑘∣𝑘 is the nominal state covariance matrix
calculated by the Kalman filter, x̂′𝑗

𝑘∣𝑘 is the state estimate, and

x𝑗
𝑘 is the true state, during the 𝑗th Monte-Carlo run. First, if

the random biases injected to different sensors are independent,
we should allocate all the bias power to the sensor with the
smallest measurement noise variance. This is clearly true as
demonstrated in Fig. 2, where allocating all the power to sensor
1 causes the maximum mean squared estimation error.
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In Fig. 3, three dependent-noise attack strategies are com-
pared, including the optimal one according to (37), allocating
the power equally among the sensors, and allocating all the
power to the sensor with smallest measurement error variance.
It is clear that the optimal solution has the largest impact
on the estimation performance, and it outperforms the best
independent-noise attack strategy significantly.

B. Systems with Position and Velocity Sensors

We now consider the case where the adversary attacks
the Kalman filtering system with a vector sensor observation
containing both position and velocity measurements. We first
consider a single-sensor system, and the sensor has a position



measurement variance of 3 and a velocity measurement vari-
ance of 4. We set the sum of 𝜎2𝑏𝑝1 and 𝑇 2𝜎2𝑏𝑣1

to be 3000.
In this particular case, 𝑤11𝑤12 + 𝑤21𝑤22 > 0, so the optimal
choice is 𝜌𝑏𝑝,𝑏𝑣 = 1. Based on Theorem 2, the best strategy is
to set 𝜎𝑏𝑝 = 52.3 and 𝜎𝑏𝑣 = 16.2. It is clear from Fig. 4 that
the strategy provided in Theorem 2 maximizes the MSE of the
Kalman filter system by injecting vector bias information.
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Fig. 4. The normalized MSE for a system with a single sensors. 𝜎2
𝑝1

+
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𝑣1
= 𝑎2 for each case.

Next we consider a system with two sensors. The first
sensor is the same as the one described above, and the second
one is with position measurement variance 4 and velocity
measurement variance 5. In this particular case, again we
have 𝑤11𝑤12 + 𝑤21𝑤22 > 0, so all the 𝜌s in 𝑠1, 𝑠2, and
𝑠3 should be set as 1. We first use a systematic grid search
to find an approximate globally optimal solution and then
we use the FMINCON function in Matlab, a local search
algorithm, to refine this approximate globally optimal solution.
The optimal solution we have obtained is 𝜎2𝑏𝑝1 = 1826, 𝜎2𝑏𝑝2

=

1023, 𝜎2𝑏𝑣1
= 81, 𝜎2𝑏𝑣2

= 68. For comparison purpose, we
also implement an attack strategy that allocate power equally
among the observation components and among the two sen-
sors, which is 𝜎2𝑏𝑝1 = 𝜎2𝑏𝑝2

= 𝜎2𝑏𝑣1
= 𝜎2𝑏𝑣2

= 750.

The simulation result is shown in Fig. 5. As we can see, the
optimal attack strategy has a much greater impact than the one
that allocates power equally. Based on the optimal solution, we
can find that allocating more power to the measurement with
lower variance will have a greater effect on the Kalman filter
system.

VII. CONCLUSIONS

In this paper, we derived the EMSE due to the injected
random biases for a Kalman filter in a linear dynamic system.
This allows us to find how to allocate the bias power among
multiple sensors in order to maximize the effect of the false
information on the Kalman filter. A concrete example of
multi-sensor target tracking system has been provided. In this
example, we investigated both the case where the sensors
provide position measurements and the case where they collect
both position and velocity measurements. In both cases, we
have theoretically proved that dependent biases can incur more
system estimation error than the independent ones. Further,
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many closed-form results have been provided for the optimal
attack strategies. In the future, we will use game theory and
hypothesis testing techniques to characterize the model in order
to have a better understanding of the false information attacks
and Kalman filter defense against such attacks.
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